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COMPUTER SCIENCE — UNIT 4 · Security,
Cryptography & Cyber-Attacks
Topic 4.5 — Symmetric / asymmetric encryption, biometrics, BYOD, phishing, penetration

testing and access control

Comparing single-key (symmetric) and double-key (asymmetric) cryptography, identifying security

issues with shared keys, describing biometric authentication, the risks of BYOD policies, common

cyber-attack vectors (phishing, malware), the purpose of penetration testing, and how ID / smart-

card and biometric systems control physical access.

2015 specification · current

Estimated time for entire question pack: ~2 h 18 min

Derived from the Unit 4 pace of ~1.5 min/mark, padded for written-prose answers (92 marks over 11 questions).

You are advised to not attempt to complete all of this in one sitting.

ABOUT THIS QUESTION PACK

This is a comprehensive topic question pack, not a single

mock paper. It contains every question from the WJEC A2 Unit

4 papers (Summer 2017 – Summer 2024, COVID gap) that

maps onto Topic 4.5 of the 2015 specification.

Questions are ordered by source paper date.

INSTRUCTIONS

Use black ink or black ball-point pen. Show all working. A

calculator is allowed where useful.

All question content is © WJEC CBAC Ltd. and reproduced for revision

purposes.

For Examiner’s use only

Q Source Max Mark

1 S17 Q8 9

2 S17 Q9 7

3 S17 Q12 11

4 S18 Q8 10

5 S18 Q10 12

6 S19 Q10 11

Q Source Max Mark

7 S22 Q7 4

8 S22 Q8 5

9 S22 Q13 7

10 S22 Q14 8

11 S23 Q13 8

Total 92



PAGE 2 · SPECIFICATION REMINDER Computer Science · 4.5 · 2015 spec

Security, Cryptography & Cyber-Attacks — what the spec asks

WJEC GCE A Level Computer Science (from 2015) · Unit 4: Computer Architecture, Data, Communication &
Applications · Topic 4.5.

Symmetric (single-key) encryption

Same key encrypts and decrypts — both parties must
already share it.

Fast — suitable for bulk data (AES, ChaCha20).

Problem: securely distributing the key to the other
party.

If one key is leaked, all past and future messages are

compromised.

Asymmetric (double-key) encryption

Two mathematically-linked keys: public (shared) and
private (secret).

Encrypt with the recipient’s public key → only their

private key can decrypt.

Sign with your private key → anyone with your public

key can verify authenticity.

Slower; in practice used to exchange a symmetric

session key (TLS handshake).

Biometric authentication

Unique biological / behavioural traits: fingerprint, iris,

face, voice, typing rhythm.

Hard to forge; can’t be forgotten.

Privacy concerns: biometrics can’t be changed if
leaked.

Used in phones, border control, secure access to labs

and labs/data centres.

Cyber-attack vectors

Phishing: social engineering email to harvest

credentials.

Malware: viruses, worms, trojans, ransomware, spyware.

Denial of service: flood resources to make service
unavailable.

Insider threats: legitimate users abusing access.

Penetration testing

Authorised simulated attack to find vulnerabilities
before attackers do.

Black-box (no info), grey-box (some info), white-box

(full info).

Stages: recon, scanning, exploitation, privilege
escalation, reporting.

Output: report with severities, recommended fixes,

retest schedule.

BYOD & access control

BYOD: personal devices on company networks — lower
hardware cost, but device variety / loss / leak risks.

MDM / containers separate work data from personal

apps.

ID cards / smart cards: physical access control; can be
combined with PIN.

Multi-factor: something you know + have + are.

© WJEC CBAC Ltd. (spec text). Compilation for revision use only. Crib sheet »



PAGE 3 · CRIB SHEET Computer Science · 4.5 · 2015 spec

Security, Cryptography & Cyber-Attacks in one page

Quick-reference notes — revisit before each question.

Symmetric vs asymmetric

Sym: 1 key, fast, key-distribution
problem.
Asym: public + private, slow, solves
distribution.

TLS: asym to exchange a sym session
key.

Biometric basics

Bio: fingerprint, iris, face, voice, gait.
Can’t be forgotten; hard to forge.
Can’t be reset if leaked.

Phishing red flags

Urgency / fear / authority appeals.
Mismatched display name vs domain.
Generic greeting, spelling errors.
Links to look-alike domains.

Pen-test stages

Recon → Scan → Exploit → Escalate →
Report.
Box colour = info given (black / grey /

white).
Always with written authorisation.

Access control layers

Something you know (password / PIN).
Something you have (card / phone /
token).

Something you are (biometric).
Combine = MFA.

BYOD risks

Mixed personal/business data.
Lost / stolen device.
Inconsistent patching.

Mitigations: MDM, containers, VPN.

Crib sheet — revision compilation for Computer Science Unit 4 Topic 5. Questions begin overleaf.



Question 1 WJEC S17 1500U40-1 · Q8 9 marks



Question 2 WJEC S17 1500U40-1 · Q9 7 marks



Question 2 (cont.) WJEC S17 1500U40-1 · Q9 7 marks



Question 3 WJEC S17 1500U40-1 · Q12 11 marks



Question 4 WJEC S18 1500U40-1 · Q8 10 marks



Question 5 WJEC S18 1500U40-1 · Q10 12 marks



Question 6 WJEC S19 1500U40-1 · Q10 11 marks



Question 7 WJEC S22 1500U40-1 · Q7 4 marks



Question 8 WJEC S22 1500U40-1 · Q8 5 marks



Question 8 (cont.) WJEC S22 1500U40-1 · Q8 5 marks



Question 9 WJEC S22 1500U40-1 · Q13 7 marks



Question 10 WJEC S22 1500U40-1 · Q14 8 marks



Question 11 WJEC S23 1500U40-1 · Q13 8 marks



END OF QUESTION PACK

11 questions · 92 marks · ~2 h 18 min
Source: WJEC A2 Computer Science Unit 4 (1500U40-1), Summer 2017–2024, COVID gap

Curated for WJEC Computer Science 2015 spec A2 Unit 4 — Topic 5 (4.5)

© WJEC CBAC Ltd. Pack layout © revise.wales for revision purposes only.


