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COMPUTER SCIENCE — UNIT 4 · Networks —
Topologies, Routing & Wireless
Topic 4.4 — Network topologies, lowest-cost routing protocols, internet communication

apps and wireless connectivity

Working out routing costs from transmission speeds, choosing lowest-cost routes between nodes,

describing different internet communication applications, identifying hardware and protocols

required for wireless connectivity, and the disadvantages of public wireless networks.

2015 specification · current

Estimated time for entire question pack: ~45 min

Derived from the Unit 4 pace of ~1.5 min/mark, padded for written-prose answers (30 marks over 5 questions).

You are advised to not attempt to complete all of this in one sitting.

ABOUT THIS QUESTION PACK

This is a comprehensive topic question pack, not a single

mock paper. It contains every question from the WJEC A2 Unit

4 papers (Summer 2017 – Summer 2024, COVID gap) that

maps onto Topic 4.4 of the 2015 specification.

Questions are ordered by source paper date.

INSTRUCTIONS

Use black ink or black ball-point pen. Show all working. A

calculator is allowed where useful.

All question content is © WJEC CBAC Ltd. and reproduced for revision

purposes.

For Examiner’s use only

Q Source Max Mark

1 S18 Q3 6

2 S22 Q4 7

3 S22 Q6 9

Q Source Max Mark

4 S23 Q14 4

5 S24 Q6 4

Total 30
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Networks — Topologies, Routing & Wireless — what the spec asks

WJEC GCE A Level Computer Science (from 2015) · Unit 4: Computer Architecture, Data, Communication &
Applications · Topic 4.4.

Network topologies

Star: every node connects to a central switch/router;
failure of node = local impact only.

Bus: shared backbone; cheap but a fault breaks the

whole bus.

Ring: each node connected to two others; token

passing; orderly access.

Mesh: every node connected to every other; most

resilient, most expensive.

Routing cost calculations

Routing cost is inversely proportional to transmission
speed (cost = 1 at 1 Mbps).

Compute cost for each link from its speed (cost ∝ 1 /

speed).

Total route cost = sum of link costs along the path.

Pick the route with the lowest total cost (Dijkstra /

Bellman-Ford in practice).

Internet communication applications

Email (SMTP / IMAP) — asynchronous, persistent inbox.

VoIP / video calls (SIP / RTP) — real-time, low-latency.

Instant messaging (XMPP / proprietary) — near real-

time text.

File transfer (FTP, HTTP) — bulk download/upload.

Wireless connectivity

Hardware: WiFi adapter (NIC), wireless access point /

router, antennae.

Protocols: 802.11 (a/b/g/n/ac/ax for WiFi), Bluetooth,

Zigbee.

Security: WPA2/WPA3 with AES; WEP is broken — never

use.

Public WiFi risks: eavesdropping, evil twin APs, weak

segregation between clients.

Network protocols

TCP/IP: connection-oriented (TCP) on top of IP routing.

UDP: connectionless, low overhead, for streaming / DNS

/ VoIP.

HTTP / HTTPS: web request/response (HTTPS adds TLS).

DNS: maps names to IPs; recursion + caching for

efficiency.

Disadvantages of public wireless

Traffic can be intercepted by anyone within range if not

encrypted.

Rogue access points (evil twin) impersonate legitimate

hotspots.

Shared bandwidth means unpredictable performance

at busy times.

Limited authentication: anyone with the password is in.

© WJEC CBAC Ltd. (spec text). Compilation for revision use only. Crib sheet »



PAGE 3 · CRIB SHEET Computer Science · 4.4 · 2015 spec

Networks — Topologies, Routing & Wireless in one page

Quick-reference notes — revisit before each question.

Cost from speed

cost = 1 at 1 Mbps.
Higher speed ⇒ lower cost.
Sum link costs to get total route cost.

Lowest-cost route

Enumerate viable routes.
Add link costs along each.
Pick the smallest total.
Dijkstra in production.

Comms apps

Email: async, persistent.
VoIP/Video: real-time, low-latency.
IM: near real-time.
FTP/HTTP: bulk transfer.

Wireless HW + protocols

Wireless NIC + Access Point.

WiFi: 802.11a/b/g/n/ac/ax.
Bluetooth, Zigbee for short-range / IoT.
Use WPA2/WPA3 (not WEP).

Public WiFi risks

Eavesdropping if unencrypted.

Evil-twin APs.
Shared bandwidth => slow at peak.
Open auth = anyone joins.

Topologies

Star (central switch), bus (shared line),

ring (token), mesh (every-to-every).
Trade resilience vs cost vs cabling.

Crib sheet — revision compilation for Computer Science Unit 4 Topic 4. Questions begin overleaf.



Question 1 WJEC S18 1500U40-1 · Q3 6 marks



Question 1 (cont.) WJEC S18 1500U40-1 · Q3 6 marks



Question 2 WJEC S22 1500U40-1 · Q4 7 marks



Question 3 WJEC S22 1500U40-1 · Q6 9 marks



Question 4 WJEC S23 1500U40-1 · Q14 4 marks



Question 5 WJEC S24 1500U40-1 · Q6 4 marks



Question 5 (cont.) WJEC S24 1500U40-1 · Q6 4 marks



END OF QUESTION PACK

5 questions · 30 marks · ~45 min
Source: WJEC A2 Computer Science Unit 4 (1500U40-1), Summer 2017–2024, COVID gap

Curated for WJEC Computer Science 2015 spec A2 Unit 4 — Topic 4 (4.4)
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